An Overview of the DMP Technical Specification:

Interoperable DRM Platform Phase 2.

Bum Suk Choi (ETRI) and Nigel Earnshaw (BBC)

Abstract

The Digital Media Project [1] commenced drafting its first Technical Specification in January 2005. The first specification focused on the tools and components associated with the implementation of a portable audio-video device (PAV). This was released as a series of documents in April 2005 known as the Interoperable Digital Rights Management Platform Technical Specification Phase 1 or IDP 1. Later in February 2006 the DMP completed the successor to these documents as a result of the IDP 2 work [2]. 

This paper gives a top level overview of the contents and structure of this work and looks forward to the next release: IDP 3 [3].
1. Introduction

The IDP 2 work falls naturally into a number of work items that result in a number of Approved Documents (AD) listed in the table below. These documents cover not only the technologies standardised, but also the context in which the technological tools make sense when considering DRM value chains. Additional DMP work items such as the Reference Software, End to End Conformance and the Mapping of the TRUs to the Digital Space are out of the scope of this paper.

	AD
	Title
	Type

	#1
	Value-Chain Functions & Requirements
	Informational

	#2
	Architecture
	Informational

	#3
	Interoperable DRM Platform
	Normative

	#4
	Use Cases and Value Chains
	Normative

	#5
	Certification & Registration Authorities
	Normative

	#6
	Terminology
	Informational


Table 1: The work item components of the IDP 2 Specification
2. AD 1: Value Chain Function and Requirements

This document captures a collection of Primitive Function derived from today’s media value-chains with corresponding requirements.

Today’s business models are formed through the establishment of value chains comprising a number of value chain players each performing one or more basic functions  - know as Primitive Functions. The relationships between value chain players and the choice of the functions performed by each are related directly to the purpose of each value chain. Some of the associations may be short lasting, others put in place and maintained for many years. Given the flexibility and new market demands made possible through digital technologies it is clear that the diversity of value chains is potentially greater than before and it is therefore important that these are not constrained by fixed design at this stage. 

The DMP approach has been to ask a broad range of value chain users to state their needs and derive a number of Primitive Functions from these. Once these Primitive Functions were identified, the corresponding requirements were then derived and documented. These Primitive Functions form the foundation of the other DMP work items. They are categorized as ‘Represent’, ‘Protocols’ ‘Package’ and such like to organize and give structure to the rest of the technical work. The requirements were derived using contributions from a number of value chain players (see Table 2 below).
	Civil Rights Associations

Association of People with Special Needs

Individuals

Collective Management Societies

Producers

Public Service Broadcasters

Sheet Music Publishers

Telecommunication operators
Device Manufacturers


Table 2 Typical Contributing Value Chain Players

3. AD2: Architecture
The architecture section of the technical specification is contained in AD 2. This part addresses the main elements of value-chains enabled by the tools specified within Part 3 (the technical component specification) of IDP 2.

The architecture explains the operating principles of Certification and Registration Authorities and Agencies. These ‘business functions’ are required to support an operational platform and establish a common basis for device inter-communication and trust. Without these supporting functions, and the corresponding technical tools to enable physical communication, interoperability at the informational level cannot be achieved.

The architecture document also sets out the foundations for understanding where the DMP technical tools apply within the emerging digital landscape through a series of descriptive models. These include;

Creation Model – Setting out relationships between the Intellectual Property (IP) Entities that become aggregated within a consumable media asset, such as Work and Adaptation.

Distribution Model - Setting out relationships between functions that can be performed by value chain player devices and the connectivity between them, such as License provider and DRM Tool provider
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Figure 1 DMP Distribution Model
Delivery Model – To explain the items moved around by the DMP system (Licenses, Content etc) and how these are represented.
DRM Tool Model – The concepts of the DMP DRM Tools, how they are conveyed and described and used within the DMP. The figure below shows the DMP DRM Tool, ToolPack, ToolGroup and Tool Agent and their association with the DRM Processor, as defined in the Tool Model.
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Figure 2 DRM Tool Model
Device Model – A description of the roles of each of the abstract devices identified by the DMP in terms of the functions they perform.

Domain Model – Showing the key components used to implement a domain. The figure below shows an abstract representation of a domain in which the end user devices known as Stationary Audio Video Device (SAV) are connected to the Domain Management Device and License Provider Device over a network. The figure also shows a Portable Audio Video Device (PAV) connected via an eXternal Device (XD).
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Figure 3 Domain Model
Import/Export Model – Covering the basic process of accessing content that contains licences expressed using a non DMP format, eg, TV-Anytime RMPI licenses.

Data Model – Describing the many content elements represented and encapsulated within ‘DMP content’ such as metadata, device information, keys.. and much more.

In addition to the above, the Architecture gives a high level description of the concepts and use of the technical tools specified in detail within Part 3 of the specification.  These include a description of DMP content – what elements can be included and how these are represented and ordered within the DMP, and an overview of how content can be packaged within a file, or prepared for broadcast over a stream requiring mapping into MPEG-2 Transport Streams or RTP over UDP/IP.

The precise specifications of all these elements are provided in the next section of IDP – AD3: Interoperable DRM Platform.
4. AD3: Interoperable DRM Platform
The elements required to build an interoperable DRM platform are specified by the DMP in Part 3 of the technical specification. 

Represent
The first category of tools specified is under the heading ‘Represent’. This specifies ways of expressing information in a form that can be processed by machine, mostly through XML schema that either wraps the information or conveys components implicitly within an XML schema structure.

Represent Content

‘Represent Content’ defines the structure for any information related to DMP Content, which may in turn contain a number of other Represent technologies, such as DRM Tools (watermark, encryption tools..), device information, licenses, keys and so forth.

All Information describing the DMP Content Entities can be contained within a larger structure – the DMP Content Information, or DCI.

The DCI is an XML Structure based on a DMP defined subset of MPEG-21 Digital Item Declaration Language (DIDL) [5] and extended by many DMP namespaces. It includes, embedded within the structure, a profile of MPEG-21 IPMP Components [8] to convey various Governed Resources and link together the appropriate tools and external resources used to control the content usage. The term DCI encompasses both the Representation of  DMP ‘Tools’ and  the DCI framework for assembling these Represented elements as a single DMP content item , known as DMP Content.

The DCI structure allows the ordered aggregation of Content Identifiers, DMP-specific information, DRM information and Licenses with Content and Content Elements. See the figure below for a graphical representation of a particular DCI.
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Figure 4 Example of DMP Content Information (DCI)

Each of the component elements that fit into the DCI structure are themselves schema representations of the entities. Where possible the DMP has used previously published standards in its choice of each entity representation. As a result, each of the entities (‘Tools’) that can be included in the DCI is associated with a known schema or customized schema profile.

The table below summarizes the schema used by the DMP to represent some of the content elements
	Content. (DCI)
	Profiled  MPEG21 DIDL, IPMPDIDL, IPMPINFO.

	Metadata
	Profiled TV-Anytime

	DCI Signature
	Profiled W3C XMLDSiG

	DCI Hash
	Profiled W3C XMLDSIG

	Identifier. (Content)
	MPEG-21 DII (Content) IETF URN

	Resource
	MPEG-21 DIDL

	DRM Information. 
	MPEG-21 IPMP (Framework)

	DRM Tool
	Profile of MPEG-21 IPMP Components MPEG 2/4 Extensions

	DRM Tool Body
	DMP Defined

	License
	DMP Extension of  MPEG DAC REL (Dissemination And Capture eXtensions) 

	Key
	W3C  XMLDSIG

	Device Information
	Extension of MPEG 4 IPMP


Table 3 Schema used to Represent DMP Content Elements

In addition to the tools represented for conveyance within the DMP Content Information (DCI) there are other entities with specified representations that can be conveyed between devices in defined protocols. These include;

Represent License

 - Based on the MPEG DAC REL [9] with extensions to include support for import from the TV-Anytime RMPI system [12] and the DMP Domain Information.
Represent Domain 

- Information to enable a Domain Management Device to maintain the status of a number of Member Devices.
Represent DRM Messages

- A means to Represent Information exchanged between different components on a Device, such as two DRM Tools, or a DRM Processor and a DRM Tool.
The DMP specifies a number of protocols that can convey the DMP tools represented as above between devices.

Protocols

Protocols are required to exchange information between Devices in an interoperable fashion. For example these are required in order to be able to;

· Identify and Authenticate Entities

· Manage Domains

· Manage DRM Tools (Tools are encryption, watermark, authentication tools…)

Similarly when accessing items for separate processing as part of the content access and consumption cycle there are protocols to support device access of;

· Content as File/Stream
· License as File/Stream
· DRM Tool Body as File/Stream
· Keys as Stream
DMP uses a defined set of devices to allow the specification of the protocol. These are shown in the figure below. Of course the devices themselves may be implemented as a combination of hardware and software, or just an instance of software that allows the user to execute the associated functions.
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Figure 5 Devices in a value chain

DRM Messages and Tool Management

The DMP specification allows content to be governed by external DRM Tools. These tools can be conveyed within the DCI, or simply referenced for subsequent retrieval by the DMP Device licensed to use the content. The DRM Tools are unpacked from the DCI by the DRM Processor and the DRM Tools can be given access to critical control points internal to the device according to the Tool Model architecture shown in the figure below. Note this figure shows preliminary ‘unpackaging’ stage acting on the DCF described later.


[image: image6]
Figure 6 Handling of DRM Tools in a Device

In order to facilitate the operation of DRM Tools within devices, the DMP specifies Message Containers between processor and Tool or Tool and Tool. These are encapsulated in standard formats and are used to convey standardised DRM Messages taken from MPEG IPMPX [6] and include;

· Mutual Authentication Messages

· Tool Connection/Disconnection

· DRM Tool (event) Notification

· Processing Messages - Conveys key or licenses

There are also a number of DMP Defined Messages.
Package

Although the DCI keeps content entities together, it requires further packaging for transfer between devices. IDP2 specifies two mechanisms, - as a file known as DMP Content File (DCF) and as a stream – DMP Content Stream or DCS. 

The DMP has built the file format on the MPEG-21 file format [10] by specifying where to place the DMP elements within this format. 

The DMP specifies use of the ISO/IEC CD 21000-18 Digital Item Streaming technology [11] as the means of packaging the DCI into a stream. This provides a programmatic way of expressing a binding to transport protocol handlers such as RTP and MPEG-2.
5. AD4: Use Cases and Value Chains
Part 4 of the specification defines 12 Use Cases by means of walk-throughs. For each Use Case and walk-through all IDP-2 Tools required are listed. These cover significant and important use cases such as: Open Release, Open Search, Home Distribution, Internet Distribution, Personal photography, Open Broadcast, Open Governed Broadcast and Smart Broadcaster.

6. AD5: Certification and Registration Authorities
In order to build businesses using a variety of sources of device and content, Value-Chains rely on both the integrity of entities e.g. Device and DRM Tools and the identity of entities e.g. Content, Device, Domain, DRM Tools and User

AD #5 collects roles, qualification requirements, appointment procedures and operation rules of Certification and Registration Authorities and specifies a process by which such authorities can be established.

7. AD6: Terminology
Throughout its course the DMP has evolved a rigorous collection of terms and definitions to enable consistence authoring of the documents. To date there are 160 terms defined and used in all DMP Approved Documents (AD). This document supports the editorial convention used in the DMP documents of using capitalization to denote agreed term definitions.
8. Next steps – IDP 3
Although the current IDP 2 documents are comprehensive and now serve as a basis for the reference software development, the DMP is currently in the process of adding further technologies as a result of the latest call for proposals issued in earlier in 2006.

This latest work will enhance the current technologies in areas of Information representation – looking at the data dictionary, protocols – including aspects of License negotiation, use data confidentiality negotiation, inter-device protocol and also tools to model value chains, amongst other work items.
9. Conclusions and future work
IDP-2 specification has several advantages compare to other related standard specification. First, it provides flexibility for users to build any value-chain suiting their own business models without strings attached to alien business models. Second, it is cost effective in the aspect that it provides multiple uses for the same tool. Third, it provides high ability to evolve by allowing value-chains to add more DRM tools. Forth, it presents full interoperability within a value-chain and a level of interoperability across value-chains. Finally, it is based on open framework for variety types of DRM tool and also gives room for proprietary tools to be used while preserving interoperability.
In the next step (IDP-3), IDP-2 will be enhanced by supporting such functionalities as Creative Common license, interface between DRM Processor and Device and license negotiation.
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